NHOOPMAIIMOHHAS INTAMATKA JUIA OBYYAIOIINXCHA

C KaxIbpIM TOJOM MOJIOJICKU B UHTEPHETE CTAHOBUTHCS OOJIbIIIE, & IIKOJILHUKHU OJIHU
M3 CaMbIX aKTUBHBIX NoJb3oBarener Pynera. Mexnay TeM, mOMMMO OIpOMHOIO
KOJIMYECTBA BO3MOXKHOCTEM, MHTEPHET HECET U MpoOJeMbl. DTa MaMsTKa JOHKHA
oMo4b TeOe 6€30MmacHO HaXOIUTHCS B CETH.

KomnbrorepHbie BUPYCHI

KommbroTepHblidi  BUPYC - 3TO Pa3HOBUAHOCTb KOMIIBIOTEPHBIX IPOTrPaMM,
OTJIMYUTEIILHON 0COOEHHOCTHIO KOTOPOU SIBJISIETCSI CIIOCOOHOCTh K pa3MHOXeHUio. B
JOTIOJTHEHHE K 3TOMY, BUPYChl MOTYT MOBPEAUTH WU MOJHOCTHIO YHUUYTOXXUTH BCE
daiinpl ¥ JMaHHBIE, TOAKOHTPOJBHBIC TOIH30BATENI0, OT MMEHH KOTOpOro Oblia
3amylleHa 3apakeHHas IporpaMMa, a TaKXke MOBPEIUTh WIH JaKe€ YHUYTOXKHUTh
OIEpaIMOHHYI0 CHCTEMY €O BceMH (Qaitamu B nenoMm. B OonblimHCTBE ciydaeB
pacpoCTpaHsIOTCS BUPYChI YEPE3 UHTEPHET.

MeTo/1bl 3a1IUTHI OT BPEIOHOCHBIX TPOTPAMM:

1. HWcnonb3yil COBpEMEHHBIE OIEPALMOHHBIE CHUCTEMBI, HMEIOIINE CEPbE3HbIN
YPOBEHB 3aIUTHI OT BPEAOHOCHBIX TPOrPAMM;

2. IlocTostHHO ycTaHaBiIWBai mayTu (U(poBBIC 3aIIaTKH, KOTOPbIE aBTOMATHYECKU
YCTAHABIIMBAIOTCS C IEIbI0 JOPAOOTKH MPOTrpaMMbl) M JApYyrue OOHOBJIEHHUS CBOEH
oneparmoHHON cucTteMbl. CKauynuBail MX TOJIBKO ¢ OPHUITMATIBLHOTO caiiTa pa3padoTUYrKa
OC. Ecnu cymiecTByeT pexXxiuM aBTOMaTHUYE€CKOT0 OOHOBIICHHS, BKJIIOYH €T0;

3. Paboraii Ha CcBOeM KOMIBIOTEPE IO MpaBaMH IOJb30BATENsl, a He
aAMUHUCTpATOpa. IDTO HE TMO3BOJMUT OOJBUIMHCTBY BPEAOHOCHBIX MPOrpaMm
WHCTAJUIMPOBATHCS HA TBOEM IEPCOHATIBHOM KOMIIBIOTEPE;

4. Vcrionib3yid aHTUBHUPYCHBIE ITPOrpaMMHBIC TIPOAYKTHI U3BECTHBIX IIPOU3BOIHUTEICH,
C aBTOMaTHYECKUM OOHOBJICHHEM 0as3;

5. OFpaHI/Iqb (bH?;I/I‘-ICCKI/Iﬁ HOCTYII K KOMIIBIOTCPY AJII TIOCTOPOHHUX JINII,

6. Mcnonp3yit BHEIIHUE HOCUTENU UHPOpPMALIMHU, TaKue Kak (pienrka, 1ucKk uiu Qaitn
U3 UHTEPHETA, TOJILKO U3 MPOBEPEHHBIX UCTOUYHUKOB;

7. He oTkpbIBait KOMIbIOTEPHBIE (haiiiIbl, TOJTYICHHBIE U3 HEHAAC)KHBIX HCTOYHUKOB.
Jlaxxe Te (haiipl, KOTOpbIE MpUCIIail TBOW 3HAKOMBIN. JIyulie yTouHu y Hero,
OTIIPABJISLI JIU OH TE€OE UX.

Ceru WI-FI

Wi-Fi - 510 He Buj epeaun TaHHBIX, HE TEXHOJIOTHS, & BCETO JIUIIL OPEH, MapKa.
Eme B 1991 roay Hunepnanackas kommnanus 3apeructpuponaia opena "WECA", uto



o6o3Hauazo cioBocodyeranue "Wireless Fidelity", koTopslif mepeBoauTcs Kak
"GecrpoBOAHAS TOYHOCTD'.

Jlo Hamero BpeMeHu Jo1uia apyras abOpeBuarypa, KoTopast SIBISIETCS TAaKOH ke
TexHosioruei. Ito adbopeuatypa "Wi-Fi". Takoe Ha3BaHue ObLIIO TaHO C HAMEKOM Ha
CTaHJapT BhICIICH 3ByKOBOM TexHHKH Hi-Fi, uTo B mepeBoe o3HavaeT "BhICOKas
TOYHOCTB'.

Jla, OecriiaTHBIM HHTEPHET-OCTYII B Kade, OTENSIX U adpOIopTax sIBISETCS OTIUIHON
BO3MOXXKHOCTBIO BbIXO/Ia B MHTepHET. HO MHOTHE SKCTIEpThI CUUTAIOT, YTO
obmenoctymabie Wi-Fi ceTu He SBIstoTCs1 0€30MacHbIMHU.

CoBeTbl 110 0€30MACHOCTH PAGOTHI B 001IeTOCTYNMHBIX ceTsix Wi-fi:

1. He nepenasaii cBoro mnuHyro uHpopmanuio yepes odmenoctynusie Wi-Fi cetn.
PaGoras B HuX, )KenaTelbHO HE BBOJAUTD MAPOJIH JOCTYTA, JOTHHBI U KAKUE-TO
HOMEDA,;

2. Ucnonb3yit 1 0OHOBIISIN aHTUBUPYCHBIE ITPOrpaMMbl U Opanamayep. Tem cambiM
ThI 00€30MacHIb ce0sl OT 3aKauyKH BUpyca Ha TBOE YCTPOIMCTRO;

3. Ilpu ucnonwszoBanuun Wi-Fi otkimtoun Gynknuto "OO0muit noctyn K daiinam u
npunTepam”. JlaHHas GyHKIMS 3aKphITa 10 YMOJIYaHHUIO, OJTHAKO HEKOTOPHIE
MOJIb30BaTEN aKTUBUPYIOT €€ I yA00CTBA UCIIONIb30BaHUs B paboTe Wi yueoe;

4. He ucnons3yii myonuunbiit WI-FI s nepegaun nuyHbIX TaHHBIX, HAIPUMED IS
BBIXOZIa B COLIMAJIbHBIC CETU UM B DJIEKTPOHHYIO II0UTY;

5. Ucnonb3yit Tonbko 3anuiiennoe coenunenue uepes HTTPS, a ue HTTP, T.e. npu
Habope BeO-aapeca BBoaW uMeHHO "https://";

6. B moounsHOM Tenedone orkimoun pynkipio "TlogkmoueHue k Wi-Fi
aBToMarnuecku'". He noryckail aBToMaTuuecKoro noJIKI0UEHUs YCTPOMCTBA K CETAM
Wi-Fi 6e3 TBoero cornacus.

ConuaJjibHbIE CeTH

CoruanbpHbie CETH aKTUBHO BXOJIAT B HAIIy KW3Hb, MHOTHE JIFOX PA0OTAIOT U KUBYT
TaM TMOCTOSIHHO, a B Facebook yke 3apeructpupoBan MuuMap] 4eioBeK, 9To
SIBJISICTCSI OJJHOM CEJIbMOM BCEX JKUTEJIeH m1aHeTbl. MHOTHE IT0JIb30BaTENIN HE
MOHUMAIOT, YTO MH(GOPMAIIHS, pa3MEIlIeHHAs MU B COITMATBHBIX CETSX, MOXKET OBITh
HalJIeHa U UCIOJIb30BaHa KeM YroJHO, B TOM YHUCJIE HE 00s13aTeIbHO C OJIaruMu
HaMEPEHUSMU.

OCHOBHBIE COBETHI IO OE30MaCHOCTH B COIMAIBHBIX CETIX:

1. Orpanuyb CIIUCOK JIpy3eid. Y Te0s B APY3bsAX HE JOJDKHO OBITH CITyYalHBIX U
HE3HAKOMBIX JIFOJIEH;



2. 3amuiiaii CBOIO YacTHYIO KU3Hb. He yka3biBaii maponu, TenedoHsl, aapeca, AaTy
TBOETO POXKACHUSA U APYTYIO JINIHYIO HH(DOPMAIIKIO. 3MTOYMBIIIIEHHUKA MOTYT
UCTIOJIB30BATh Jlaxe UH(OPMAIIMIO O TOM, KaK Thl ¥ TBOU POJIUTENH TUIAHUPYETE
IIPOBECTU KAHUKYJIbI;

3. 3amuinaii CBOIO penyTaluio - IEpKU €€ B YUCTOTE U 3a/1aBail cebe BOMpocC: XOTeN
OBl ThI, UTOOBI IPyTrHe NOJIb30BaTENN BUEIH, UTO ThI 3arpyxaeiib? [logymait,
IpeXxJie YeM YTO-TO OMYOJIIMKOBATh, HAUCATH U 3arPy3UTh;

4. Eciv Tbl TOBOPUIIB C JIOJIBMH, KOTOPBIX HE 3HACIIb, HE UCITOJIB3YH CBOE PEaIbHOE
UMS U APYTYIO JTUYHYIO HHPOPMALIUU: UMS, MECTO JKUTEIHCTBA, MECTO y4eObl U
Ipouee;

5. U36eraii pa3memienus Gororpaduii B InTepHere, rae Tl H300pakeH Ha
MECTHOCTH, IT0 KOTOPOH MOYXKHO

6. [Ipu peructpaiuu B COIUaIbHON CETH HEOOXOUMO HCIIOIb30BaTh CI0KHbBIC
apoiu, COCTOSIINE U3 OYKB U LU(Dp U C KOJIMYECTBOM 3HAKOB HE MEHEE §;

7. 715 conuanbHON CETH, MOYTHI U IPYTUX CAUTOB HEOOXOMMO HCTIOIh30BaTh
pasHble mapoiu. Torna eciu Te0s B3IIOMAIOT, TO 3JI0YMBINIJICHHUKY TOy4daT JOCTYII
TOJIbKO K OJJHOMY MECTY, a HE BO BCE Cpasy.

DJIEKTPOHHBIE JICHBI'U

DNEeKTPOHHBIE IEHBIH - 3TO OYEHb YAOOHBINA crIOCcO0 IIaTexel, 0IHAKO CYLIECTBYIOT
MOILIEHHHUKH, KOTOPBIE XOTAT NOJIYYUTh 3TU JIECHBIH.

DJIEKTPOHHBIE JIEHBI'U TTOSIBUJIMCH COBCEM HEAABHO MU UMEHHO M3-3a 3TOI'0 BO MHOTHUX
roCyJapcTBax 0 CUX MOP HE MPOIKUCAHO MPO HUX B 3aKOHAX.

B Poccuu e oHu GyHKIIMOHUPYIOT U O HUX YK€ MPOMKUCAHO B 3aKOHE, TIe UX
pa3zensaoT Ha HECKOJIBKO BUJIOB - aHOHMMHbBIE U HE aHOHUMHBIE. Pa3HuIa B TOM, 4TO
AHOHUMHBIE - 3TO T€, B KOTOPBIX pa3pelaeTcsi IpOBOAUTH Omnepanuu 0e3
UICHTU(UKALIUY TI0JIB30BaTENs, 8 B HEAHOHUMHBIX UACHTU(UKAIINSA MTOJIb30BaTEIs
ABJISIETCS] 00S3aTEIBHOM.

Taxoke ciemyer pa3nuyaTh JIEKTPOHHBIC (PUAaTHBIE IEHbIU (PaBHBI TOCYAAPCTBEHHBIM
BaJIIOTaM) U JIEKTPOHHBIEC He()UATHBIE IEHbIU (HE PaBHBI TOCY1apCTBEHHBIM
BaJIFOTaM).

OcCHOBHBIE COBETHI IO OE30MaCHOI pabOTe C IIMEKTPOHHBIMU JIEHbI'AMH:

1. [IpuBsixu Kk cueTy MOOWIBbHBIN TeneoH. ITO camblil yAOOHBIN 1 OBICTPHIN cIoc00
BOCCTaHOBHTH JIOCTYTI K cueTy. [IpuBs3anHbiil TenedoH MOMOXKET, €CIIH 3a0y/1eIIb
CBOM IUIATEKHBIN MMAPOJb WX 3alJIEIIb HA CAUT C HE3HAKOMOT'O YCTPOMCTBA;



2. I/ICHOHBSYﬁ OZHOPA30BLIC IIAPOJIM. ITocne nepexoaa Ha yCUJICHHYIO aBTOpU3allnIO
Tebe YK€ HC 6y,[[eT YIpoOKaTh OIMACHOCTDL KPaXU WJIM IICPEXBATA INIATCIKHOTO ITAPOJIA;

3. Boibepu cnoxkHblil maposnb. [IpecTynHukam OyJeT He IPOCTO yrajaaTh CIOKHBIN
napoib. HajexxHbie maposu - 3To apoiu, KOTOpbIE COEepKaT HE MEHEe 8§ 3HAKOB U
BKJIFOYAIOT B C€0sI CTPOUHBIE U MMPOMKUCHBIE OYKBBI, IU(PPHI 1 HECKOIBKO CHMBOJIOB,
TaKWe KaK 3HaK J1oJiiapa, GyHTa, BOCKIUIATENbHBIN 3HaK u T.1. Hammpumep, $tROng!;;

4. He BBOJIM CBOU JIMYHBIC JTAHHBIC HA CaliTaX, KOTOPHIM HE JOBEPSICIIIb.
DJIEKTPOHHAS TTOYTa

DNEeKTPOHHAS OYTA - 3TO TEXHOJOTUSI U MPEAOCTABIISIEMBIE €10 YCIYTU MO MEPECHUIKE
Y TOJIYYECHHUIO SJIEKTPOHHBIX COOOIICHUN, KOTOPhIE pACIIPEIENISIIOTCS B
KOMIIbIOTEpHOM ceTu. OOBIYHO JEKTPOHHBIN MOYTOBBIH SIIIUK BBITIISAUT
CJeIyIOLMM 00pa3oM: UMs_TOJIb30BaTeNA(@uMs_joMeHa. Takxke KpoMme nepegadu
IPOCTOr0 TEKCTa, UMEETCSI BO3MOXKHOCTD IepeiaBaTh (aiibl.

OcHOBHBIE COBETHI 1O O€30MacHON padboTe C IEKTPOHHON MOYTOM:

1. Hayio BeIOpaTh NpaBWIbHBIN NOYTOBBINA CEPBUC. B MHTEpHETE €CTh OTPOMHBIN
BbIOOp O€CIIaTHBIX OYTOBBIX CEPBUCOB, OJHAKO JIy4IlI€ JOBEPATHh TEM, KOI'O 3HACIIIb
Y KTO IIEPBBIM B PEUTHHIE;

2. He yka3biBaii B TMUHOM MouTe JTM4yHYyI0 nH(popMauuio. Hanpumep, aydiie BoIOpaTh
"My3bIKaJIbHBIN_(haHaT@" nin "pok2013" Bmecto "temal3";

3. Ucnonp3yii ABYXATAIHYO aBTOPHU3ALHI0. JTO KOIrAa HIOMUMO MapoJis HYKHO
BBOJIUTH KOJI, MPUCHIIAEMBbI 110 SMS;

4. BeiOepu CIIOXHBIN Mapoib. JJ1s KaKI0r0 MOYTOBOIO AIIKKA TOJKEH OBITh CBOU
HAJIC)KHbBIN, YCTOWYHUBBIN K

B3JIOMY IIapOJib,

5. Ecnu ecTh BO3MOKHOCTB HAIlMCaTh CAMOMY CBOMW JIMYHBIN BOIPOC, UCIIOIB3YH OTY
BO3MOKHOCTb;

6. Mcnonb3yil HECKOJIBKO MOYTOBBIX SIIUKOB. [IepBBIil 1J1s1 YaCTHOM MEPENUCKU C
aJpecatamMu, KOTOPBIM Thl JIOBEPSIEIIb. DTO JIIEKTPOHHBIN a/IpeC HE HAJ0
UCIIOJIH30BaTh MPH PETUCTpaIlU Ha popymax u caiTax;

7. He oTkpbiBaii paitsibl ¥ Ipyrue BIOKEHUS B MMCbMaX, 1a)Ke €CJIM OHU TPHIILIN OT
TBOUX Jipy3e. JIydie yrouHu y HUX, OTHPABIISUIN JIM OHU TeOe 3TU haiiibl;

8. ITocnie okoHuaHus pabOThI HA IOYTOBOM CEPBUCE MEPE]] 3aKPHITUEM BKIIAJIKH C
caiitoMm He 3a0yab HaXXaTh Ha "BeriiTi".



Ku6epOysIMHT WM BUPTYaJIbHOE H31€BATEIHLCTBO

KubepOymmHr - npeciaeaoBaHue COOOIEHUSIMHU, COIEPKAITUMH OCKOPOJIECHUS,
arpeccHiio, 3alyruBaHue; XYJIUTaHCTBO; COIMAIEHOE OOMKOTUPOBAHUE C TIOMOIILIO
Pa3IMYHBIX HHTCPHET-CEPBUCOB.

OCHOBHBIE COBETHI 10 OOPHOE ¢ KNOEPOYIITUHTOM:

1. He Opocaticsa B 60#. Jlyumuii crioco6: moCOBETOBATHCA KakK ce0sl BECTH U, €CJIM HET
TOr0, K KOMY MOXHO OOPaTHTHCS, TO BHaYaJIe YCIIOKOUThLCS. ECiy Thl HAUHEIIb
OTBEYaTh OCKOPOJICHUSIMU Ha OCKOPOJICHHSI, TO TOJIBKO €Ie OOJIbIIe Pa30kKKeITh
KOH(JIUKT;

2. YnopaBinsii cBoel kubeppemnyTamuei;

3. AHOHMMHOCTb B ceTd MHUMAsl. CyIIECTBYIOT CIIOCOOBI BBIICHUTD, KTO CTOUT 32
AHOHUMHBIM aKKayHTOM;

4. He cTouT BecTH XyJUraHCKui 00pa3 BUPTyallbHOH ku3Hu. THTepHeT Qukcupyer
BCE TBOU JICWCTBHUS U COXpAHSET UX. Y IauTh UX OyJeT KpailHe 3aTpyIHUTEIHHO;

5. Co0bmromait CBOIO BUPTYAJIbHYIO Y€CTh CMOJIONY;

6. Urnopupyii equHUYHBIN HeraTuB. OTHOPAa30BbIE OCKOPOUTEIBHBIE COOOIIIEHNUS
Jyu4iie urHopupoBaTh. OOBIYHO arpeccus NMpeKkpamiaeTcs Ha Ha4yalabHOW CTauu;

7. ban arpeccopa. B nmporpammax oOMeHa MTHOBEHHBIMH COOOIIEHUSMH, B
COIMATBHBIX CETSIX €CTh BO3MOKHOCThH OJIOKUPOBKH OTIIPABKH COOOIIEHUH €
OTIPEJICIICHHBIX aJIPECOB;

8. Ecnu b1 cBunerens kubOepOyiuHra. TBou AeiicTBUA: BHICTYIIUTH MPOTHB
npecieaoBaTesis, oKa3aTh eMy, UTO €ro IEMCTBUS OLIEHUBAIOTCS HETATUBHO,
HOJIIEPKATh KEPTBY, KOTOPOIH HYHa NCUXOJIOTHYECKask MOMOILb, COOOIIUTD
B3pPOCIBIM O (paKTE arpecCUBHOTO MOBEICHUS B CETH.

MooOunbHbIi TeaedoH

CoBpeMeHHbIe cMapTQOHBI U TUIAHILIETHI COJEPkKAT B ce0e BIOIHE B3POCIIbII
(YHKIMOHAI, U TeTeph OHU MOT'YT KOHKYPHUPOBATh CO CTAIMOHAPHBIMU
KoMIbtoTepaMu. OHAKO, CPEACTB 3ALUTHI 7151 TOJOOHBIX YCTPOMUCTB MOKA OUYEHb
Majo. TecTupOBaHUE U MOUCK YSI3BUMOCTEN B HUX MMPOUCXONUT HE TAK NUHTEHCHUBHO,
kak jis [1K, To jxe camoe kacaeTcss 1 MOOUITbHBIX MTPUIIOKEHHM.

CoBpemeHHbIE MOOMITBHBIE Opay3ephl yKe MPAKTHYECKH JJOTHAIN HACTOIBHEIC
aHaJIOTH, OHAKO pacuIupeHne (PyHKIIMOHaa BICUET 32 COO0M OOMNBIIYIO CII0KHOCTh
Y MEHBIIYIO 3aIIUIICHHOCTb.



I[aJ'IGKO HC BCC IIPONU3BOAUTCIIN BBIITYCKAKOT O6HOBJI€HI/I$[, 3aKpPbIBAIOIINUC
KPUTHYCCKHUC YA3BUMOCTH IJII CBOUX YCTpOﬁCTB.

OCHOBHBIE COBETHI 151 6€30MaCHOCTH MOOMIIBLHOTO TenedoHa:

Hudero He siBasiercst nmo-HacrosiieMy OecruiaTHeIM. byb ocTopoxkeH, Beab Koraa
Tebe mpeiaraloT OecIyIaTHbI KOHTEHT, B HEM MOTYT OBITb CKPBITHI KaKHue-TO
IUTATHBIE YCITYTH;

Jymait, mpexie uem otrpaBuTh SMS, poTto unu Buaeo. Thl TOYHO 3HACIIB, T/I€ OHU
OyIyT B KOHEYHOM UTOTE?

Heo6xoaumo 0OHOBIIATE OMEPAIMOHHYIO CUCTEMY TBOETO CMapT(OHA;
Ucnonb3yit aHTUBUPYCHBIE IPOTrPaMMBI /1711 MOOMIIbHBIX TEIE(POHOB;

He 3arpy»aii npujioKeHHsl OT HEU3BECTHOIO HCTOYHHKA, BEAb OHU MOTYT COJIEPKATh
BPEIOHOCHOE MPOrpaMMHOE 00ecIieueHue;

[Tocne Toro kak Thl BBIMACIIB C CaiiTa, Ii€ BBOAWI JIMUYHYIO HH(DOpMAIUIO, 32l B
HACTpoiiku Opay3epa u ynanu cookies;

[lepnoanyecku mpoBepsid, KaKue TUIATHBIE YCIIYTH aKTUBUPOBAHBI HA TBOEM HOMEPE;

JlaBaii cBOI1 HOMep MOOUIILHOTO Telle(pOHa TOIBKO JIOSM, KOTOPBIX Thl 3HACIIb U
KOMY JOBEpSICIIb;

Bluetooth nomxen ObITh BHIKIIIOUEH, KOTJa Thl UM HE NoJb3yelibes. He 3a0biBait
MHOT'/1a IPOBEPSITH 3TO.

Online urpsi

CoBpemMeHHbIE OHJIAMH-UTPHI - ITO KPACOYHBIE, 3aXBATHIBAIOIINE PA3BICUCHUS,
00BEIMHSIONINE COTHH THICSY YEJIOBEK MO BceMy MUpy. MIrpoku ucciaenyroT JaHHbIH
UM MHp, OOIIAIOTCS APYT C IPYTOM, BBIMOIHSIOT 331aHUS, CPAKAIOTCS C MOHCTPaMH U
MIOJTy4YaroT OIBIT. 3@ YJIOBOJICTBUE OHU IUIATST: MOKYIAIOT JIUCK, OIUIAYNBAIOT
a0OHEMEHT WM NMPUOOPETAIOT KAKHE-TO OMIIHH.

Bce st CpeaAcCTBa HAYT HA MMOAACPKAHHUC U PAa3BUTUC UI'PBI, 4 TAKIKC HA CaMy
0€301acHOCTb: COBCPHICHCTBYIOTCS CUCTCMBI aBTOPHU3AallMH, BBIITYCKAIOTCA HOBLIC

naT4¥ (HU(pPOBBIC 3aIUTATKH AJIs1 TPOTPAMM), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B HO,ZIO6HBIX HUIrpax CTOUT OIIaCaTbCsAd HE CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO KpPaK1
TBOCT'O I1apOJIsI, HA KOTOPOM OCHOBaHa CUCTCMA aBTOPU3AIIUN OOIBIIMHCTBA Hrp.

OCHOBHBIE COBETEHI 110 0€30ITaCHOCTH TBOETO HUI'pOBOI'0 aKKayHTa:



1. Ecnn z:pyroﬁ HUI'POK BCACT ceOs TIJI0X0 WU co31acT Tebe HCTIPUATHOCTH,
336J’IOKHpYﬁ €T0 B CIINCKC UT'POKOB;,

2. Iloxanmyiics aAMAHUCTPATOPaM UIPhI HA TJIOXOE MOBEJACHUE 3TOTO UTPOKA,
JKEJIATEIIbHO MPUJIOKUATH KaKHUE-TO 10KA3aTEIbCTBA B BUJIE CKPUHOB;

3. He yka3biBaii muuHyto uHpopmMaIyio B mpodaiie urpsl;
4. YBaxail Ipyrux y4aCTHHKOB I10 UTPE;

5. He ycranaBnuBail HeouuaabHbIE MAaTIYH U MO/IBI;

6. Mcrionb3yii ClOKHBIE U pa3Hble MAPOJIH;

7. [1axxe BO BpeMsl UI'PBI HE CTOUT OTKJIFOYaTh aHTUBUPYC. I1oka ThI urpaems, TBOU
KOMIIBIOTEP MOT'YT 3apa3UTh.

@OUIIMHT U KpaKka JIMYHBIX JaHHbIX

OObIYHOM Kpaskel JIeHEer U JOKYMEHTOB CEroJ[Hs YK€ HUKOI'o He YAUBUILb, HO C
Pa3BUTHEM MHTEPHET-TEXHOJIOIMH 3JI0YMBIIIJICHHUKH [IEPEMECTUIINCH B UHTEPHET, U
IPOJOJIKAIOT 3aHUMAThCS "TFOOMMBIM" JIETTOM.

Tax nosiBUIaCh HOBast yrpo3a: MHTEPHET-MOIICHHUYECTBA WX (DUIIIHMHT, TIaBHAS
1eJTb KOTOPOT'O COCTOMT B MOJIYYCHUU KOH(PUACHIIMAIBHBIX JaHHBIX MTOJIb30BaTENeH -
JoruHOB ¥ naposied. Ha anrnuiickoM s3bike phishing yntaercs kak GuiuuHr (0T
fishing - peroHast moBiIs, password - Tapoib).

OcHOBHbIE COBETHI 110 60pHOE € (PUITMHTOM:

1. Cnenu 3a cBOMM aKkayHTOM. Eciu ThI Mo03peBaeiiib, 4TO TBOSI aHKETa ObLIa
B3JIOMaHa, TO HE0OXOIUMO 3a0JI0KUPOBATH €€ U COOOIIUTh aIMUHUCTpATOpaM
pecypca 00 3TOM Kak MOYKHO CKOPEe;

2. Ucnionp3yit 6e30macHbie BeO-CalThl, B TOM YUCJIE, HHTEPHET-Mara3uHoB U
IIOMCKOBBIX CUCTEM;

3. Ucnonp3yii cloxHBIC U pa3HbIe Mapoiu. TakuM oOpa3om, eciiu TeOs B3JIOMAIOT, TO
3JIOYMBINTUICHHUKH ITOy4YaT JOCTYI TOJIBKO K OJTHOMY TBOEMY HPO(MHIIIO B CETH, a HE
KO BCEM;

4. Ecnu Tebst B3noMaiu, TO HEOOXOAUMO MPEAYIPEIUTh BCEX CBOUX 3HAKOMBIX,
KOTOpBIE 100aBIIEHBI y T€0S B APY3bSIX, O TOM, UTO T€Os B3JIOMAJIU U, BO3BMOXKHO, OT
TBOETO UMEHU Oy/IeT pacchuIaThCs CIaM M CChUTKH Ha (PUIIIMHTOBBIE CAWTHI;

5. YcranoBu HaaexHbii napons (PIN) Ha MoOuIbHBIN TenedoH;

6. OTKII04M cCOXpaHEHHE Mmaposist B Opaysepe;



7. He oTkpbIBaii (haiiiibl M IpyrHe BIOKEHUS B MUCbMaX, aXe €CJIM OHH MPUIILIH OT
TBOMX JIpy3eil. Jlydlle yTouHu y HUX, OTIPABIISUIM JIM OHU TeOe 3TU (ailsibl.

Hudposas pemyrarus

Hudposas pemyraiiys - 3TO HEraTUBHAS WM MMO3UTUBHAS HHGOPMAIIHSI B CETH O TeOe.
Komnpomerupyromas nHopMarys, pa3MenieHHas: B HHTEPHETE, MOXKET CEPhe3HBIM
00pa3oM OTpa3uThcs Ha TBOEH peanbHOM xu3HU. "LudpoBas penyranus" - 3To TBOM
UMUK, KOTOPBII popmupyercs u3 nHpopMaium o Tede B MHTEPHETE.

TBOE MeCTO )KUTENBCTBA, YUeOBbI, TBOE (PMHAHCOBOE MOJIOKEHUE, 0COOCHHOCTH
XapakTepa U pacckasbl 0 OJIM3KHUX - BCE 3TO HAKATUIMBACTCS B CCTH.

MHorue moaApoCTKH JIETKOMBICIICHHO OTHOCSTCS K IyOJIMKAITUU JIMYHOW MH(pOpMaIun
B MHTEpHETE, HE MOHMMAas BO3MOXKHBIX TOC/IeCTBUI. ThI 1a’ke He CMOXKEITh
JOTaIaThCsl O TOM, YTO poTorpadus, pa3MelieHHas 5 JIET Ha3al, cTaja IPUIUHON
OTKa3a MPUHSATH TeOs Ha padoTy.

Kommenrtapuu, pazmenienue TBoux ¢pororpaduil 1 Ipyrue JeiMcTBUsI MOTYT HeE
UCYE3HYTh JIa)Ke TOCIIE TOr0, KaK Thl X YAAINIIb. Thl HE 3HACIIb, KTO COXPAHUI ATY
uH(pOopMaIHIo, MoMnaJia I OHA B MOMCKOBBIE CUCTEMbI U COXPAHUJIACH JIU OHA, a
TJIaBHOE: YTO MOIYMAIOT O TeOe OKpY KAIOIIKE JIIO/IU, KOTOPbIE HAWIYT U YBUJAT 3TO.
Haiitu ungopmaruio MHOro JIeT CIIyCTsl CMOXKET JIF0OOH - Kak U3 J00phIX
NOOYXJIeHUH, TaK U C HAMEPEHUEM MTPUYUHUTD BPEZ. DTO MOXKET OBITh KTO YTOIHO.

OcHOBHBIE COBETHI 110 3aIUTE UGPOBON PEMyTaILIUU:

1. [Togymait, mpex/ie 4em 4To-TO MyOJIMKOBATh U NiepeaaBath y cedst B 6J0re win B
COLIMAJIbHOM CETH;

2. B nHacTpoiikax npo¢uisi ycTaHOBU OTPaHUYEHUS Ha IPOCMOTP TBOETO Mpoduiis u
€ro COAEPKUMOro, CAENIAN ero TOJIbKO "1y Apy3ei'”;

3. He pa3meniaii u He yka3bIBail HHPOpPMAIIHIO, KOTOpast MOXKET KOT0-JTH00
OCKOPOJISITh MJIH OOMIKATh.

ABTOpCKOE IpaBo

CoBpeMeHHbIE HIKOJILHUKH - aKTUBHBIE TIOJIB30BaTENN IIU(PPOBOro MPOCTPAHCTBA.
OpnHako 1aneko He BCE 3HAIOT, YTO MOJIb30BAaHUE MHOTUMU BO3MOXKHOCTSIMU
1 poBOro Mupa TpedyeT coOIII0IeH s TPaB HAa UHTEIUIEKTYAIbHYIO0 COOCTBEHHOCTh

TepmuH "UHTEIIIEKTYaIbHAasi COOCTBEHHOCTh'" OTHOCHUTCS K Pa3JIMUHBIM TBOPEHUSIM
YeJIOBEYECKOro ymMa, HauMHasl ¢ HOBBIX M300pETEHUI U 3HAKOB, 0003HAYAIOIINX
COOCTBEHHOCTh Ha MPOAYKTHI U YCIyTH, U 3aKaHUYMBAsk KHUTaMU, poTorpadusmu,
KMHO(UIEMaMH U MY3bIKaJTbHBIMH MPOU3BEICHUSMH.



ABTOpCKHE TIpaBa - 3TO MpaBa Ha HHTEUIEKTyaJIbHYI0 COOCTBEHHOCTh Ha
IIPOU3BENICHNS HAYKH, TUTEPATypPhbl U UCKYCCTBA. ABTOPCKHE ITPaBa BBICTYNAIOT B
Ka4yecTBE rapaHTUU TOT'O, YTO WHTEIJIEKTYaIbHbIN/ TBOPUECKUN TPy aBTOpa He OyIeT
HaIpPAacHBIM, JACT €My CIPaBEIJIMBbIE BO3MOXXHOCTHU 3apab0TaTh HA PE3yJIbTaTax
CBOETro TpyAa, MOJTYYUTh U3BECTHOCTh U Npu3HaHue. Hukro 0e3 pasperieHust aBropa
HE MOKET BOCIIPOU3BOJIUTH €r0 MPOU3BEECHUE, PACIIPOCTPAHSATD, ITyOJIUYHO
JIEMOHCTPUPOBATh, MPO/IaBaTh, UMIIOPTUPOBATH, ITyCKATh B MPOKAT, MyOJIHMYHO
UCIIOJTHATD, TTOKA3bIBAThH/UCIIONHATH B A(upe win pa3Meniats B UHTEpHeTE.

Hcnonb3oBanue "mupaTckoro” nporpaMMHOro 00€CreyeHusl MOKET IPUBECTHU K
MHOTHM PUCKaM: OT MOTEPH JIAHHBIX K TBOMM aKKayHTaM /10 OJIOKUPOBKU TBOETO
YCTPOICTBA, T/I€ yCTAHOBJIEHA HellerajabHas nmporpamma. He crout takxke 3a0bIBaTh,
YTO CYIIECTBYIOT JIEraJIbHbIE U O€CIIaTHBIE TPOrPAMMBI, KOTOPHIE MOYXXHO HAUTH B
CETH.

O nmoprasne

CereBUYOK.p} - TBOMU INIABHBIA COBETUYHK B CETH. 3J€Ch Thl MOXKEILb Y3HATH O
0€30MaCHOCTU B CETU OHATHBIM U JOCTYIHBIM SI3IKOM, a P BO3HUKHOBEHHUU
KPUTUYECKON CUTyalluu OOpaTUTHCS 32 COBETOM. A Tak)Ke MPUHSITh y4acTUE B
KOHKypCax M CTaTh CaMbIM LIU(PPOBBIM I'PaXTAHUHOM!



